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POST -IMAGE TECHNIQUES 



This application is a continuation-in-part of U.S. Patent Application Serial No. 09/028,415, 
filed February 24, 1998, entitled Post-image Techniques. 



The present invention relates to a technique for deriving properties of a control system, 
and more especially to a technique for deriving properties of a hardware system using a model of 
the system. 



When seeking to derive the properties of a system on the basis of known transition 
functions of the system and all of the possible starting states, it is known to use so-called "post- 
image" techniques to derive the reachable states of the system. A known set of initial states is 
selected and the post-image of that initial set is formed to provide a first reachable set. The first 
reachable set is compared to the known set of reachable states and, if the known set does not 
comprise the first reachable set, a new set of known reachable states is formed comprising the 
combination of the set of reachable states and the first reachable set. If however the known set of 
reachable states comprises the first reachable set, the set of reachable states is determined to be 
an invariant of the system, and computation ceases. 

Where the system model is a set of transition functions, it would be considerably more 
efficient to produce the so-called "pre-image" of a set of states than it would be to produce the 
post-image. In simple terms, where each of several inputs to a system causes one of a set of 
outputs, a worst case for testing which input provided one particular output of interest would 
require all of the inputs to be applied in turn before it was possible to identify the input that gave 
rise to the particular output. 



According to one aspect, the present invention derives transition functions for a reverse 
machine, i.e., a machine such that the post-image of the reverse machine will be the pre-image of 
the original system. The described novel technique has a large number of applications such as 
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deriving properties of a control system using a model of the system, or deriving properties of a 
hardware system using a model of the system. The described novel technique may specifically 
be used for testing electronic circuits, testing logic circuits, including microprocessors. 

According to another aspect, a method of calculating the post-image in a system includes 
forming a reverse model of the system, and calculating the pre-image in the reverse model, 
wherein the pre-image in the reverse model is equivalent to the post-image in the system. 
Preferably, the reverse model may be formed without knowing input states and the corresponding 
outputs states of the system. The formation of the reverse model may include transforming a 
transition function of the system into a constraint on the reverse model, and applying a 
parameterization of the constraint to all transitions of the reverse model. 

According to yet another aspect, a method of synthesizing a reverse model of a system 
includes transforming a transition function of the system into a constraint on the reverse model, 
and applying a parameterization of the constraint to all transitions of the reverse model. 

According to yet another aspect, a device for synthesizing a reverse model of a system 
includes a first store (a first memory), a second store (a second memory), and a processing 
system. The first store is constructed and arranged to store bits representative of transition 
functions of the system. The second store is constructed and arranged to store bits representative 
of an estimate of transition functions of the reverse model. The processing system includes 
logical device and a parametrization processor. The logical device is constructed and arranged to 
transform the transition functions of the system into constraints on the reverse model. The 
parameterization processor is arranged to apply a parameterization of the constraints to the 
estimate of transition functions of the reverse system to form transition functions of the reverse 
model. 

According to yet another aspect, a device for synthesizing a reverse model of a system 
includes a first means for storing bits representative of transition functions of the system; a 
second means storing bits representative of an estimate of transition functions of the reverse 
model; and processing means. The processing means include a logical means for transforming 
the transition functions of the system into constraints on the reverse model; and a 
parameterization means for applying a parameterization of the constraints to the estimate of 
transition functions of the reverse system to form transition functions of the reverse model. 



2 




According to yet another aspect, a device for calculating the post-image in a system 
includes a third store (a third memory), a fourth store (a fourth memory), and a logical device. 
The third store is constructed and arranged to store bits representative of transition functions of a 
reverse model of the system. The fourth store is constructed and arranged to store bits 
representative of a set of states of the system. The logical device is constructed and arranged to 
substitute the state variables of the reverse model by the transition functions of the reverse model 
to provide a new set of states representing the pre-image of the reverse model, and thus provide 
the post-image in the system. 

Preferably, the device of this aspect further comprises a first store constructed and 
arranged to store bits representative of transition functions of the system, and a second store 
constructed and arranged to store bits representative of an estimate of transition functions of the 
reverse model. The logical device is constructed and arranged to store transforming the 
transition functions of the system into constraints on the reverse models. The parameterization 
device is constructed and arranged to store applying a parameterization of the constraints to the 
estimate of transition functions of the reverse system to form transition functions of the reverse 
model. 

Preferably, the estimate of transition functions of the reverse model comprises previous 
state variables of the system. 

According to yet another aspect, a device for calculating the post-image in a system 
includes a third means for storing bits representative of transition functions of a reverse model of 
the system; a fourth means for storing bits representative of a set of states of the system; and 
logical means for substituting the state variables of the reverse model by the transition functions 
of the reverse model to provide a new set of states representing the pre-image of the reverse 
model, and thus provide the post-image in the system. 

BRIEF DESCRIPTION OF THE DRAWINGS 
Figure 1 shows a two bit counter as a finite state machine. 
Figure 2 shows a schematic diagram of a system for proving the properties of the 
hardware system. 

Figure 3 shows a conceptual flow diagram of a present technique. 
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In the figures, like reference numerals refer to like parts. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 
In this example, a two bit counter is used to demonstrate a technique for modeling a 
reverse machine. It will be clear to one skilled in the art that if the real machine is a conventional 
counter which counts up, then the reverse machine will be a machine which counts down. 

It will also be clear to one skilled in the art that for the simplified examples selected here, 
properties would normally be proved by using only a pre-image calculation. Post-image 
calculation could be used for example to calculate the set of reachable states, namely all states 
which could be reached by a particular machine. In this situation, a typical method would be to 
start with a set of initial states, calculate the post-image and add the states resulting in the post- 
image to the original set. This would then be repeated until no new states were found and the 
resultant would be the set of reachable states. 

Although it will be clear to one skilled in the art that for a two bit counter have states 
(0,0), (0,1), (1,0) and (1,1) the set of reachable states would comprise the set of all these states, 
the following description gives an example of the construction of a reverse machine which 
enables the use of pre-image calculation on that reverse machine to prove this. 

Referring to Figure 1, a two bit counter has four states SO, SI, S2 and S3. The transition 
from SO to SI is T01 the transition from state SI to state S2 is T12, the transition from S2 to S3 
is T23 and the transition from S3 to SO is T30. 

At state SO, the bits of the counter are both equal to zero (i.e. b0=0 and bl=0, where bO is 
the least significant bit and bl is the most significant bit). In state SI, the counter has b0=l and 
bl=0, in state S2 b0=0 and bl=l, and in state S3 bl=l and b0=l 

The state transition functions are formed as follows: 

1 . For the least significant bit, a transition from one state to the next causes the least 
significant bit to be inverted, i.e. 

b0 = NOT bO. 

2. For the most significant bit, this has a value of logic 1, i.e. true where the previous state 
is SI or S2. For SI, bO is true and bl is false and for S2 bO is false and bl is true. Thus, 




bl=(NOT bO AND bl) OR (bO AND NOT bl). 

As applied to this counter, an example of the use of the invention is to prove that only a 
transition from state SI can directly result in state S2. 

The invention accordingly provides a method and apparatus f or synthesizing a reverse 
model of a finite state machine. This will be demonstrated using the finite state machine shown 
in Figure 1, i.e. synthesizing a reverse counter. 

To do this, it is first necessary to note that for a reverse machine, transitions would take 
place in the reverse direction to those shown in Figure 1 . Thus, for the reverse machine, the next 
state of that reverse machine is in fact the previous state of the real machine. Thus, after a 
transition from bO in the reverse machine, the result is a new value equal to bO' and a transition 
in the reverse machine from bl results in a new value of bl' where the notation " ' " indicates the 
previous state of the real machine. 

Applying the transition functions of the real state machine to the transitions of the reverse 
machine to form constraints: 

bO-NOTbO' (1) 
bl = (NOT bO' AND bl*) OR (bO' AND NOT bl 5 ) (2) 

From our British Application No 9624935.4, which is incorporated by reference as if 
fully set forth herein, it was shown that if a constraint is given by 

(NOT I AND TO) OR (I AND Tl) (3) 
where I is an input and neither TO nor Tl depend on I, then I can be generated by 
parameterization of this equation to provide a new input J which satisfies the relation 

I = (NOT J AND NOT TO) OR (J AND Tl) (4) 

An equation for bO' is now generated using the constraint (1) and the parameterization 
technique SO that: 

bO' - (NOT bO" AND NOT [bO=l]) OR bO" AND [b0=0]) 
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= NOT bO 

Substituting this equation in constraint (2) gives: 

bl (bO AND bl 5 ) OR (NOT bO AND NOT bl ') or 5 equivalently:- 
(bl') AND [bO=bl]) OR (NOT bl' AND NOT [bO-bl]) 

By using this equation, an equation for bl' can be generated by the parameterization 
technique, whereby :- 

bl' = (NOT bill AND [bO=bl]) OR (bl" AND [bO=bl]) thus bl' = [bO=bl] 

The transitions of the reverse machine are now such that the value of bO on the next cycle 
is calculated as NOT bO and the value of bl on the next cycle is calculated as bO^bl. 

Iq By substituting in the relationship (3) above: 

;P bl ' = (bO AND bl) or (NOT bO AND NOT bl). 

"3.: 
-s 

ig Thus, the transition functions for the reverse machine give the following relationships :- 

" :=f For bit 0:- After a transition in the forward direction for the reverse machine, the new value of bit 

0 will be true if the starting value of bit 0 were false, 
y In the context of the real machine, as has previously been explained, a forward transition 

"~ of the reverse machine is identical to a reverse transition of the real machine. Thus, the above can 

be restated as:- 

The previous value of the bit 0 of the real machine is true if he present value of bit 0 of 
the real machine is false. 

For bit 1 :- Using the bit 0 relationship above: the previous value of bit 1 for the real machine is 
true if the present bit 0 and the present bit 1 are both true or if the present value of bit 0 and the 
present value of bit 1 are both false. 

More generally, in a model checker based on the transition relation, the formula for the 
calculation of the post-image of a set of states is very similar to the formula for the calculation of 
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the pre-image (pre(X) = 3S': X[S:=S'] & R and Post(X) = ( 3S: X & R) [S':=S]), where the 
following notation applies:- 

X[V:=E] substitutes the expressions E for the variables V in the predicate (X). 

3V:X existential quantification of the variables V in the predicate X. 

However, in a model checker based on transition functions, the post-image formula is 
complicated and difficult to implement efficiently. This section will show how to provide 
transition functions for the reverse machine (i.e. one in which transitions go from the current 
state to the previous state), and therefore the pre-image of the reverse system will be the 
post-image of the original system. 

Let the state variables and transition functions of the machine be S' and T (observation 
functions are not considered), then the reverse system is constructed as follows. First note that S' 
(the next-state variables of the reverse system) correspond to the previous states of the original 
system. Beginning with the transitions of the reverse system being T, the transition functions of 
the original system are used to constrain them. Thus, for each state S' and transition t, there is a 
constraint S == t[S: =S']. Call the set of constraints C. For each constraint, the parameterization 
E over the variables S\ is calculated and this is substituted in the transition functions and the 
remaining constraints. 

The parameterization is an idempotent parameterization i.e. a parameterization which 
after being affected, leaves the relationship entirely unaltered. 

Referring to Figure 2, a first store (memory) 100 stores bits representative of transition 
functions of a system. A second store 200 stores bits representative of estimated transition 
function of a reverse model of said system, the estimate being derived from knowledge of the 
next-state variables of the reverse system, which of course correspond to the previous state 
variables of the original system. A third store 300 stores bits representative of the set of state 
variables of the system, which necessarily is also the set of state variables of the reverse model. 

A processor 400 has a logical transforming device 410 which receives the transition 
functions of the real machine from the first store 100 and transforms the transition functions into 
constraints on the reverse model. The processor further has a parameterization processing device 
420 for calculating for each constraint the parameterization over the variables of the reverse 
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machine which are then applied to the estimated transition functions of the reverse machine in 
applying means 430. The applying means 430 provides an output to a fourth store 500 which 
stores the actual transition functions of the reverse model. 

A processor 400 further includes a forming device 440 which receives the state variables 
of the real/reverse models from the third store 300 and also receives the transition functions of 
thereverse machine from Lh^eufth^stQ re_500 and acts to substitute the state variables of the 
reverse machine with the transition functions of the reverse machine to provide a new set Ot — ■ — 
states which represent the pre-image of the reverse system thus the post-image of the second 
system. This data is stored in fifth store 600. 

Referring to Figure 3, the method of the invention, as described above, involves forming 
a model of the reverse machine and then applying as inputs to the model of the reverse machine, 
outputs of the real machine so as to determine what inputs in the real machine could give rise to 
those outputs. It is therefore necessary to provide an accurate model of the reverse machine and 
this part of the inventive method is shown in Figure 3. 

Referring to Figure 3, a complete description of the real machine 1000 is accessed and 
processed to extract the state transitions 1002 using a processing engine 1001. A second 
processing engine 1003 also accesses the description 1000 to provide the transition functions 
1004 of the real machine. A further processing stage 1005 reverses the transitions of the real 
machine to provide an output 1006 of reverse transitions. The transition functions in box 1004 
are processed 1007 to as to transform the transition functions of the real machine into constraints 
and a parameterization of the constraints is applied in stage 1008 to each and all of the reverse 
transitions to thereby form the model of the reverse machine 1010. As reported above, by 
applying the outputs of the real machine as inputs to the model of the reverse machine, the inputs 
to the real machine can be discovered. 

The described method and device has a large number of applications such as deriving 
properties of a control system using a model of the system or deriving properties of a hardware 
system using a model of the system. The described novel technique may specifically be used for 
testing electronic circuits, testing logic circuits, including microprocessors. In general, the 
described method and device can be used for testing any mechanistic system in which states 
occur and transitions between the states occur on a clocked or a time-dependent basis. 
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The above description is of preferred and exemplary embodiment(s) of the present 
invention only and is to enable a full understanding of the invention while not intending to limit 
the invention. The scope of the invention can be ascertained from the following claims: 



